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Fo. Time Source Destination Protocol Length Infa -
23 7.914134 192.168.48.60 36.110.237.203 TCP 55 55554 =+ 8@ [ACK] Seq=1 Ac..
24 7.941850 36.110.237.203 122.168.48.60 TCP 6@ B@ -+ 55554 [ACK] Seq=1 Ac..
25 8.260136 192.168.48.60 219.243.141.2 DNS 85 Standard query ©x265a A t..
26 8.337546 111.39.159.71 1292.168.48.600 0ICQ 129 0ICQ Protocol
27 9.229919 HuaweiTe 66:64:c® Spanning-tree-(f.. STP 119 MST. Root = 32768/0/28:b4d..
28 18.211517 HuaweiTe 66:64:c@ Broadcast 0x9998 68 Ethernet IT |
29 18.268230 192.168.48.60 219.243.141.2 DNS 85 Standard query Ox265a A t..
30 18.508785 Hangzhou_@a:d3:1d Broadcast ARP 60 Who has 192.168.1.17 Tell..
31 18.95%648 112.65.69.81 192.168.48.60 TCP 62 8@ » 54950 [PSH, ACK] Seqg.. —
32 18.959777 192.168.48.60 112.65.69.81 TCP 121 54950 » 80 [PSH, ACK] Seq..
33 11.6e7578 112.65.69.81 192.168.48.60 TCP 60 80 —» 54950 [ACK] Seg=25 A.. |£
34 11.1440689 HuaweiTe 66:64:c® Spanning-tree-(f.. STP 119 MST. Root = 32768/0/28:b4..
35 11.588432 Hangzhou_@a:d3:1d Broadcast ARP 60 Who has 192.168.1.17 Tell.. _

l| © Frame 1: 68 bytes on wire (488 bits), 60 bytes captured (488 bits) on interface \Device\NPF_{12839175-9F||
| © Ethernet II, Src: HuaweiTe 66:64:c@® (3c:78:43:66:64:c@), Dst: Broadcast (ff:ff:ff:ff:ff:ff) |
> Data (46 bytes)

2 i, B

f ff £f ff ff ff 3c 78 43 66 64 c0 CLIEE 0@ el —<x cfd-
08 00 00 16 00 60 00 P4 00 00 80 08 8’ 8. 88 8’ - - .- el
08 09 00 08 00 00 08 PB 0B 60 6P BB 89 80 BB B8

90 00 0D 00 00 0D 00 B0 00 00 00 90
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Ho. Time Sowrce Destination Fratocel Length Info
= 68 20.956280 192.168.48.60 111.7.68.149 HTTP 896 POST /cloudquery.php HTTP..
= 71 26.978731 111.7.68.149 192.168.48.60 HTTP 608 HTTP/1.1 280 0K
81 21.236023 192.168.48.60 111.7.68.149 HTTP 896 POST /cloudquery.php HTTP..
83 21.263772 111.7.68.149 122.168.48.600 HTTP 6087 HTTP/1.1 200 0K
154 48.489186 192.168.48.60 111.7.68.149 HTTP 784 POST /cloudquery.php HTTP..
157 48.515560 111.7.68.149 192.168.48.60 HTTP 608 HTTP/1.1 280 OK
255 65.487661 192.168.48.60 1@9.244.23.35 HTTP 885 GET /picface/interface/ge..
257 65.522499 199.244.23.35 192.168.48.60 HTTP 339 HTTP/1.1 302 Found (text..
263 65.558756 192.168.48.60 111.6.169.218 HTTP 783 GET /fyun_pack_zb/yun_ebaa..
303 65.744666 109.244 .23 .35 192.168.48.60 HTTP 339 [TCP Spurious Retransmiss..
3089 65.9280854 192.168.48.60 120.92.1.17 HTTP 913 POST /q HTTP/1.1 (applic..
311 65.957026 120.92.1.17 192.168.48.60 HTTP 483 HTTP/1.1 288 OK
523 131.999210 192.168.48.60 183.192.195.142 HTTP 813 POST /mmtls/@8680858bc HTTP..

Frame 68: 896 bytes on wire (7168 bits), 896 bytes captured (7168 bits) on interface \Device\NPF_{128391
Ethernet II, Src: LCFCHeFe 22:d@:a9 (8c:16:45:22:d0@:a9), Dst: HuaweiTe da:6d:54 (48:46:fb:da:6d:54)

> Internet Protocol Version 4, Src: 192.168.48.60, Dst: 111.7.68.149

> Transmission Control Protocol, Src Port: 55832, Dst Port: 8@, Seq: 283, Ack: 1, Len: 842

[2 Reassembled TCP Segments (1124 bytes): #66(282), #68(842)]

Hypertext Transfer Protocel

i MIME Multipart Media Encapsulation, Type: multipart/form-data, Boundary: "----- - - - - - - - - - -~~~ -~ -~~~ T4

83 72 59 be 40 00 8O 06
44 95 da 18 0@ 50 03 18
91 92 a7 e5 00 @9 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d B e LT
2d 2d 2d 2d 66 34 39 62 33 30 30 31 62 32 34 36 ----f4sb 3001b246
@d @a 43 bf 6e 74 65 6e 74 2d 44 69 73 70 of 73 -Conten t-Dispos
69 74 69 bf 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 itien: f orm-data

-rYn@- - - . -8<o -

VHP - [

Frame (396 bytes) | Reassenbled TCP (1124 bytes) |
@ 7 Sowee (ip.sre), 4 bytels) || 44A: 19840 - BEF: 118 ©.6%) | FE: Default

D 547, Wi Frame /35

2) HAT, LAKM, Bz

3) H=AT, IPva B, )E

4) VAT, ARkl

5) BIAT, BRI, MR

(2) IP i €. 7EfkiLEAME 4N ip.addr == 192.168.48.60 and tcp.

4 s ol 2 [

ZHE REE HEY RO BRO SHHE HHO BEY BEW IEOQ #HH

image RE Qe=sE b = QaaaH
1 [ip. 2ddr == 192.168.48.50 =nd tep -]+
Ho. Tine Source Destination Protacl Length Info -
= 4.8.957552 112.65.69.81 192.168.48.60 TCP 62 80 » 54958 [PSH, ACK] Seg=1 Ack=1 Win=3 Len=8 L

5 0.957884 192.168.48.68 112.65.69.81 TCP 121 54950 -+ 88 [PSH, ACK] Seq=1 Ack=9 Win=257 Len=67

6 1.885384 112.65.69.81 192.168.48.60 TCP 60 80 + 54958 [ACK] Seq=9 Ack=68 Win=3 Len=0

15 5.957571 112.65.69.81 192.168.48.60 TCP 62 80 » 54950 [PSH, ACK] Seq=9 Ack=68 Win=3 Len=8

16 5.957741 192.168.48.60 112.65.69.81 TCP 121 54950 - 80 [PSH, ACK] Seq=68 Ack=17 Win=257 Len=67

17 6.007975 112.65.69.81 192.168.48.60 TCP 60 80 > 54958 [ACK] Seq=17 Ack=135 Win=3 Len=0

18 6.24416@ 192.168.48.66 120.204.10.176 TCP 55 55824 > 88 [ACK] Seq=1 Ack=1 Win=258 Len=1

20 6.28621@ 120.2084.10.176 192.168.48.60 TCP 60 80 > 55824 [RST] Seq=1 Win=@ Len=0

23 7.914134 192.168.43.68 36.110.237.203 TCP 55 55554 + 88 [ACK] Seq=1 Ack=1 Win=510 Len=1

24 7.941850 36.118.237.203 192.168.48.60 TCP 60 80 + 55554 [ACK] Seq=1 Ack=2 Win=131 Len=@

31 10.959640 112.65.69.81 192.168.48.608 TCcP 62 80 + 54958 [PSH, ACK] Seq=17 Ack=135 Win=3 Len=8

32 18.959777 192.168.48.60 112.65.69.81 TCP 121 54950 -+ 80 [PSH, ACK] Seq=135 Ack=25 Win=257 Len=67

33 11.007578 112.65.69.81 192.168.48.60 TCP 60 80 > 54958 [ACK] Seq=25 Ack=202 Win=3 Len=0@ H

» Frame 4: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface \Device\NPF_{12839175-9FF3-4A28-925E-38E1A4A7COD6}, id ©
» Ethernet II, Src: HuaweiTe_da:6d:54 (48:46:fb:da:6d:54), Dst: LCFCHeFe_22:d8:a9 (8c:16:45:22:d0:a9)

» Internet Protocol Version 4, Src: 112.65.69.81, Dst: 192.168.48.60

» Transmissien Control Protocol, Src Port: 8@, Dst Port: 54350, Seq: 1, Ack: 1, len: 8

8c 16 45 22 db a0 48 46 fb da 6d 54 03 00 45 74 E" HF - -mT--Et
60 36 c3 af 40 00 [l 66 e4 2d 70 41 45 51 c@ a8  -0--@-f]- --pAEQ--
30 3c 00 50 d6 a6 9B 28 12 4a ae 89 66 Bb 50 18  B<.P.- £P
60 83 7b cc 00 0 60 60 00 68 60 00 00 00 -

@ 7 Time 1o Live (ip.te1), 1 byte(s) || #4R: 2ars - DEF: 20953 (e || BB pesas




1) %—47, i Frame &5
2) FHAT, DKM, Eiimstig )=

3) H=AT, IPva B, )Z
4) VAT, ARkl
(3) JEd v B ERN, G AL IP itk Ho2 DNS #hsl 8.
(4) 4% D H N ping www.baidu.com, 75T JE#2 15 B i 18 4% 43047 $icdie
5% UE, ip.addr =— x.x.x.x and icmp.
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B0 F0/0 B FO/1
Router-A | 192.168.0.1/24 | 192.168.1.1/24
Router-B | 192.168.2.1/24 | 192.168.1.2/24

B
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* RouterA

IP Configurat

IP Configuration

O DHCP ® static

IP Address [192.168.0.2

Subnet Mask

Default Gateway ~ [192.168.0.1

|
[255.255.255.0 |
|
|

DNS Server |

1Pv6 Configuration

O pHep O Auto Config ® Static

IPv6 Address ‘

Link Local Address [FEB0::290:2BFF :FEGE:98D9 |

IPv6 Gateway ‘ ‘

IPV6 DNS Server | |

physical  Config ~ CLI
105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state © ~
o up

Routerh(config-if)fexit

T 2

RouterA(config-if)#ip address 192.16€8.1.1 255.255.255.0

Routerh(config-if)gexit

Routerdt

%5YS-5-CONFIG_I: Configured from console by console

RouterAtshow run

Building configuration. ..

Current configuration : 52€ bytes

.

version 12.4

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

.

hostname Routerd

\

.

.

; v

Copy j Paste

1P Configuration

O pHep @® static

IP Address [192.168.2.2

Subnet Mask ‘255.255.255.0

Default Gateway [192.168.2.1

DNS Server ‘

IPv6 Configuration

O DHCP O Auto Config ® Static

IPv6 Address ‘

Link Local Address ‘FESU::ZED:EDFF:FEES:CSZB

IPv6 Gateway |

IPV6 DNS Server |

* RouterB

Physical Config CLI

10S Command Line Interface

T
line vey 0 4
login

RouterBE
Routerag
[outernteentig
Configuring from terminal, memory, o metwork [terminall?
Enter configuration commands, one per line. End with CNTL/Z.
RouterB (config) #int £0/0

RouterB (config-if) #ip address 192.1€2.2.1 2§5.255.255.0
RouterB (config-if)#nc shucdown

RoutezB (config-if)
$LINK-S-CHANGED: Interface FastEthernet0/0, changed state to up

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/d,
o up

RouterB (config-if)#end

changed state t

comy

Paste

2. A PC-Aping HEZ{ANE &I LR

(1) B2 ping B A A AN,
(2) H WG ping B %S B B4,

(3) DIy Hias R BEEARB PSR4,

SER:

+
4h

HB AT LA ping i
ping ANif
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Config =~ Desktop  Custom Interface Physical ~ Config ~ Desktop  Custem Interface

with 3

B EE L T BA— ELESERPT 4 DL BRI T, TSR FILE MR

RouterA

Physical Config CLI

105 Command Line Interface

o up

Routerffshow ip router

% Inwvalid input detected at '~' marker.

Routerifshow ip route

Codes: C — connected, § - static, I — IGRPF, R — RIP, M — mobile, B
D — EIGRP, EX - EIGRP external, O — O5PF, I& - OS5PF inter ar
Nl - OS5PF NSS5A external type 1, N2 - OS5PF NSS5A external type

* — pandidate default, U - per—-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not set

C 152 _1€8_.0.0/24 is directly connected, FastEthernet(/0

C 152.1€28.1.0/24 is directly connected, FastEthernet(/1
Boptarkd

Bouterkgconfig

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CNTL/Z.

Bouterd {config) #ip route 192_.1€8.2.0 255.255_255.0 152.1€8.1_.2
Routerk {config) #end

El - OS5PF extermal type 1, E2 — O5PF extermal type 2, E — E&
i —:E8=I5, L1 - I5-I5 lewvel-1l, L2 — IS5-I5 lewel-2, ia — IS5-IS inter area

SLINZFRGIUV=o-UFDRIEN D Lllle BLOLOCCL Ol LOLellale FaSTRLICLIeTLU L Clialiged

- BEP
ea

i

takE b

Copy

Paste

3. BCEF S
(1) BLEHHE A B RHHER.




Fhysical Config CLI

105 Command Line Interface

i — I5-I§, L1 — IS-IS level-1l, LZ — IS-IS lewel-2, ia — IS-IS inter area
¥ - rcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Zateway of last resort is not set

C 152.1€8.0.0/24 is directly connected, FastEthernetl/0
C 192.168.1.0/24 is directly connected, FastEthernetd/1
Routerki

RouterRiconfig

R I e e S T T
nter configuration commands, one per line. End with CNTL/Z.
outerBA{config)#ip route 192.168.2.0 255.255.255.0 192 .1668.1.2
outerd (config) #end

sem-zaey
%5YS5-5-CONFIZ I: Configured from conscle by console

RouterRishow ip route
Codes: C - connected, § - static, I - IGRE, R — RIP, M - mobile, B - BGP
D - EIGRP, EX — EIGRP external, O — O5PF, IA - OSPF inter area
N1l - OSPF NSSR external type 1, N2 - OS5PF NSSA external type 2
El - OSPF external type 1, E2 - OS5PF external type 2, E - EGP
i - IS-I5, Ll — IS-IS lewvel-l1l, L2 — IS-IS lewel-2, ia — IS5-IS5 inter area
* - candidate default, U - per-user static route, o — CDR
P - periocdic downloaded static route

Copy

Paste

Fhysical Config CLI

105 Command Line Interface

¥ - candidate default, U - per-user static route, o — ODH
P - periodic downloaded static route

Fateway of last resort is not set

C 1592.1€8.1.0/24 is directly connected, FastEthernetd/s1l
c 192.168.2.0/24 is directly connected, FastEthernetl/0
RouterBg

RouterBiconfig

, DMemory, or network [terminall™
Enter configuration commands, one per line End with CHNTL/Z.
RouterBiconfig)§ip route 152.1€2.0.0 255.255.255.0 152.168.1.1
j gend

BouterB {confi

%5YS5-5-CONFIZ I: Configured from conscle by console

RouterBf#show ip route
Codes: C - connected, § - static, I - IGRE, R — RIP, M - mobile, B - BGEP
D - EIGRP, EX — EIGRP extermal, © — OSPF, IA - OSPF inter area
N1l - OSPF MNSSRE external type 1, N2 - OS5PF NSSA external type 2
El - OS5PF external type 1, E2 - O5PF external type 2, E - EGP
i — I5-I5, Ll — IS-IS level-l, L2 — IS-IS lewel-2, ia — IS-IS inter area
* - candidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not set

Copy Paste

(2) BEBHBREE, m21THA: show ip route.
(3) KRIpKHEE A Ml B #Z 7 —%FESHHICRE L.

4. Ki# PC-A G655 PC-B il ?




Physical Config Desktop Custom Interface

Minimaum =

Pinging

Minimum =

e e S

5. PB4 25 5 R 2E 1 PC-A FTE I EE 6t PC-B 37 1]

RouterB

Physical Config CLI

105 Command Line Interface

RouterBren

RouterBfconfig

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CNTL/Z.
RouterB {config) #ip access-list standard 1

RouterB (config-std-nacl) §deny 152 _1€8_0.0 0_0_0_255
BouterB{config-std-nacl) fpermit any

BouterB ({config-std-nacl) §end

SOUCErEs®

%5Y5-5-CONFIz I: Configured from consocle by console

BEouterBfshow run
Building configuration...

Current configuration : €30 bytes

!

version 12_4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

1

Loostname Routerl b

Copy Paste




6~ WiEVT BRI PR A SR E S, 2 TR showrun

L* RouterB

Physical Config CLI

I0S Command Line Interface

1 ~
!

interface FastEthernetl/s0

duplex auto

speed auto

1

interface FastEtherneti/1

ip address 15%2_.163_1_.2 255_255_3255.0
duplex auto

speed auto

1
interface Vlanl

no ip address

shutdown
|

ip classless

ip route 19%2.1€8.0.0 255.255.255.0 1%2.1€8.1.1
!

!

access—list 1 deny 132_.1€2.0.0 0_0.0.255
access—list 1 permit any

!
!
: W

Copy Paste

7. i, P ping a4 A PC-A Al PC-B &, KBl PC-A A DL ping il
PC-B. KA. fUARECE 1 Uik 5%, HRIHRATRE 45— .



L* RouterB

Physical Config CLI

105 Command Line Interface

=TT T

| ~

[

line aux
!

line wty 0 4
login

RouterBg
RouterBg
RouterBf#show ip access-list 1
Standard IP access list 1
deny 192_.168_0.0 0.0.0_255
perpit anw
RouterB#config
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
RouterB{config) #int £0/0
RouterB ({config-if) #ip access—-group 1 out
BouterB{config-if)§

Copy Paste

8. ACL MM THae# g, MAENT, Rl: PC-A ping Al PC-B. #E: HL
TV IRl $E 1 51 R i i 2 42 no ip access-group 1 out.

VO SEEe i 4
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1. %2>] TCP &3 Hs K.

2. % 2){# H Wireshark %t TCP Hrs3E T 47
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TCP ¥4 F P #EAT 0 Bk SC B, BRE R R — AN @R 2%, 3 — a3 (v s 2t
ATRN . X BB R A I R

P T EEEMZ:  SYN. ACK. Seq

BINEERE ACK:  ACK = 1 INARRIXZ — A TCP &, HUHE 0 A2
WL

R LURE SYN: @R HOREIR T 5. SYN=1, ACK=0 F#/px—1
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A= XIEFESL TCP EFEMFIRTS
£

AR5 25

CLOSED

WENFT I

LISTEN

SYN-
RCVD
ESTAB-
LISHED —
HiEEE ESTAB-
LISHED

BN v

1. #THF Wireshark, Wi AHbiER:,
2. ATIFMEE, WA R AL,
3. MR TCP 3L,

M Wireshark - 7342 13 - iR

JHiaIMAL

* Frame 13: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{12839175-9FF3-4A28-925E-
4 Ethernet II, Src: LCFCHeFe_22:d@:a29 (8c:16:45:22:d0:29), Dst: HuaweiTe_da:6d:54 (48:46:fb:da:6d:54)
I Destination: HuaweiTe da:6d:54 (48:46:fb:da:6d:54)
I Source: LCFCHeFe 22:d®:a9 (8c:16:45:22:d6:a9)
Type: IPv4 (©xBE00)
> Internet Protocel Version 4, Src: 192.168.48.60, Dst: 219.243.137.50
4 Transmission Control Protocol, Src Port: 62546, Dst Port: 8888, Seq: @, Len: @
Source Port: 62546
Destination Port: 8080
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
Sequence number (raw): 610449325
(relative sequence number)]

[Next sequence number: 1
Acknowledgment number: @
Acknowledgment number (raw): @
| 1000 .... = HEadEC Length: 32 bytes (8) |
Flags: €x@02 (SYN)

Window size value: 8192

[Calculated window size: 8192]

Checksum: @x5631 [unverified]

[Checksum Status: Unverified]

Urgent pointer: @

- Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP)
b [Timestamps]

<[ . 3

84 82

o000 48 46 fb da 6d 54 Bc 16 45 22 do a9 [EREE 45 00 HF--mT-- E"- .E-
00 34 19 dd 40 00 80 @6 0@ @0 co a8 3@ 3c db f3 A @ -8 -
89 32 f4 52 1f 90 24 62 b7 ad 00 00 00 60 30 02 -2-R--%b
20 99 56 31 090 ©9 92 @4 05 b4 @1 03 03 @2 el o1 S




4\

TCP #3020 #r
Source Port (Ju11):

Destination Port( H i 11):

Sequence number(75) :

Acknowledgement number (Ffilk5):

Flags (Fr&EAL):

Windows size value (& I1):

Chec

ksum (K361

Urgent point ('Z&38%H):

Options (i&):

Hie

(A3

5. AREILEEN K =XKET, SEIT.

i

= Toss
TI 1,301
T4 1. PHGE
TS 1, TS0
103 5, 198778
116 5. 159135
118 %, 2T 210
10 5. pFI54
L 5. pieddid
130 %, 316803
i

anARAA,

(1

dewan Favainani o
111,19. 139, 309 992, 16H. 4840
197, 168 &5, 68 DR AN 97057
117.15,.97. 007 292, LGE. 48,60
19T, 168, 48,60  DAS, 201 241,180
VPR, 164, 48, 68 1B HTE. L0957
BEL, F00, 340, 180 B9, BGH, 40,60
Vi, 1684560 080,301 241. 108
V0. 168, 48, 68 A3, 301,247 . 18
IR, 200, PAL. 1Y 092, DGH. &N &0

e e v v o T

B IKEF

Po—
e
e
TP
e
T
TGP
e
TLSw1.2
e
"

Lasgrih

=l=E
s ;
B0 843 = BLE [AON] Segqel Ackel WimedMF Lens® SLEs] SELs2
S5 BABAE = 443 [MK] Seqel Ache]l Wise16888 Les=l [TOF segmest of & resisesbled POU]

Gh &A1 = GANOE [A0K] Seqed Acksd WiseG} Lens=d SLE=) SREsZ

b BAGSE = 445 [SYN] Saqe@ Win=BIUZ LensD FESsL4B0 Wisd SALK_PLRHs1

66 BRET + 443 [SVN] Seqed Hin=B191 Les-0 M55 0400 Wi-4 340K PERHa]

6 8] = GG [SYN, MK] Seged Acksl Mins)Afdd Lensd M55=1408 SACK_PIRM=) Wss1l8
G4 GADGE = 443 [ACK] Seqel Acksl Wissfh)Ts Lessi

571 ClEent Hello

GO L) = GAaEh [A0N] Seqel AcksSIR EinsiST44 Lanald
PP P T  BN

HNLERER, B k% SYN RIS SE, P aSE P mKYIGE S Seq=x. (H
i, SYN=1, ACK=0, FE/RiXfE—A TCP EHEIHEREIEIR L, F5 Seq=X, EUEH
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| Ml Wireshark - 3548 113 - dustiis 5 _1 1 o] B

Source Port: 64046
Destination Port: 443
[Stream index: 32]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Sequence number (raw): 2983873776
[Next sequence number: 1 (relative sequence number)]

Acknowledgment number: ©
Acknowledgment number (raw): @

|

I 1000 .... = Header Length: 32 bytes (8)

| |a

I ege. ... ... = Reserved: Not set

| . T —— = Nonce: Not set

: sl W = Congestion Window Reduced (CWR): Not set

.@.. .... = ECN-Echo: Not set

Window size value: 8192
[Calculated window size: 8192]
Checksum: 8x9a39 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

b [Timestamps]
o i |

ce-- -.B. .... = Urgent: Not set B
....... @ .... = Acknowledgment: Not set I
|| [T — @... = Push: Not set
| e-- --.. -B.. = Reset: Not set
L e ———
: ........... @ = Fin: Not set
[TCP Flags: =---===--- sS-]

i Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (MOP), No-Operation (NOP),

3

©a00 48 46 fb da 6d 54 8c 16 45 22 d@ a9 @8 @@ 45 @@ HF--mT-- E"----E-
GP10 90 34 66 14 40 00 80 06 ©0 08 c© a8 30 3c b7 c9 Af @ -0
©a2o f1 64 fa 2e 01 bb bl da 4c fé 0@ @0 @0 00 8o 02 B
0936 20 00 9a 39 00 60 02 @4 05 b4 @1 63 @3 62 o1 el -

o) )

(2) B _WETF
Bl BE R G, LAHIANE P IEEEE. N E B R%E— 4 SYN 4,

R

SYN+ACK . (briffz SYN=1, ACK=1, FI/RiXZ A TCP s Nk L, JF&
R 55 S B BT 46 Fr 5 Seq(IR 55 %) =Y, LR IR 35 8% 2 7 s A0 46 7 5 IO B LS Ack (IR 55

#)=Seq(& /" ui)+1=X+1).



[ M Wireshark - 542 118 Sitis= == - el e

I Internet Protocol Version 4, Src: 183.201.241.10@, Dst: 192.168.48.60 -

| Destination Port: 64046

{l [Stream index: 32]

[TCP Segment Len: 8]

Sequence number: @ (relative sequence number)
Sequence number (raw): 1199998181

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 2983873777

1008 .... = Header Length: 32 bytes (8)

208. .... .... = Reserved: Not set

<--@® ... ... = Nonce: Not set

ve.. B... .... = Congestion Window Reduced (CWR): Not set
c... .@.. .... = ECN-Echo: Not set

Urgent: Not set

ween -..1 .... = Acknowledgment: Set

= Push: Not set

Reset: Not set

®

veee wees «..8 = Fin: Not set
[TCP Flags: ------- A--5-]
Window size value: 14600
[Calculated window size: 14688]
Checksum: OxdAf8 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
b Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), No-Operation (NOP), SACK permitted, Mo-Operation (N
r [SEQ/ACK analysis]
b [Timestamps] -
e . J +

Source Port: 443 =

0808 8c 16 45 22 do a9 48 46 fb da 6d 54 88 00 45 00 --E"--HF
0010 90 34 00 00 4@ 6@ 36 @6 aa bl b7 9 f1 64 c@ a8 4. -@-6-
0920 30 3c 01 bb fa 2e 47 86 84 e5 bl da 4c f1 80 12 e<---.G-
8930 39 08 d4 f8 00 0@ €2 94 05 80 o1 e4 o2 o1 63 : EE R
ee4e o3 o7 :

(3) H=RRET

% PRIEIR S R SYN+ACK 43, IR % 5 Ri%— 74l 5 (Seq=X+1), #iik =
J9 ACK(& P =Y+1, MEKI%TEEE, %7 AR S %\ ESTAB_LISHED(TCP % #
)RS, TR T,




- Internet Protocol Version 4, Src: 192.168.48.60, Dst: 183.201.241.108
4 Transmission Control Protocol, Src Port: 64846, Dst Port: 443, Seq: 1, Ack: 1, Len: @
Source Port: 64046
Destination Port: 443
[Stream index: 32]
[TCP Segment Len: @]

Sequence number: 1 (relative sequence number)
Sequence number (raw): 2983873777

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1199998182

9181 .... = Header Length: 28 bytes (5)

[N

Flags: ©x818 (ACK)
980. .... .... = Reserved: Not set

...8 .... .... = Nonce: Not set

... @... .... = Congestion Window Reduced (CWR): Not set
vess 0. .... = ECN-Echo: Not set

ee-- -8, .... = Urgent: Not set

ee-- ...1 ... = Acknowledgment: Set

Push: Not set
Reset: Not set
= Syn: Not set

[TCP Flags: ------- A----]
Window size value: 16544
[Calculated window size: 66176]
[Window size scaling factor: 4]
Checksum: ®x9a2d [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

> [SEQ/ACK analysis]
I [Timestamps]

m

I

48 46 fb da 6d 54 8c 16 45 22 dO a% 88 00 45 80 HF--mT-- E"----E-
96 28 66 18 40 08 80 06 09 09 c® a8 30 3c b7 9 - (f@ -
f1 64 fa 2e 01 bb [THEEIILISRE] 47 86 84 o6 58 10  -d-.--
40 20 9a 2d 00 09 @ --

T SEIG RS




