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1. Wireshark (H{#K Ethereal) j&—ANMZ& 848 G0 M. W2 s
I3 BT AT I D BE A 2 At 0, IR ST BE R H A O TR R X 25 2
WEABEE, N RAEE T A EE UK & RS B . Wireshark {#
F WinPCAP 11, B4 5 MR AT Bl oS ss #e.
WA 2% 87 3 O34T Wireshark SiAar i 0 2% o) @, - 19X 24 22 4 TR A H
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ﬁé e RS, M 3E Al & 16 Wireshark SR 2% ] 25 Bl 2 AR < A

AR, ARAE “fROoEl” FHERT R BRI E R
Wireshark #HXf 5 tepdump 1115, FHi 5 AL, ThRER 58K,

2. BT wireshark FH0 &N ThEEW T K. Packet List itk 32 %
BRI 56 Packet Details IR @~ EdR B TEAE S, 22K
SR — MR N2 Packet Bytes TR LA 75 #kdIFT ASCII A ()
BB R BRI AR, MBI REIRRIEE T TATE S FriicE L)
i A S 25T Packet List LA & Packet Details.




feth0  FREiE= o0
XEEF) WEE HEY) WG WEQ HHA) B REY) FEW) TR mepe
AE 10 DDRE Q « s1mpie o[ = aqaf

R | Apply a display fitter ... <Ctrl-/> SRR Y- Rzt ¢+

No, Time Source Destination Protocol ="
1 0.060000000 61.135,169.121 _. =l
2 0.000298048 61.135.169.121 10.10.10.131 ; TSP —
30.002212945 61.135.169.121 10.10.10.131 p“d‘e! I

L 4 0,002234285 10.16.10.131 61.135,169.121 TCP

52.097771217 10.10.10,131 16,190,106, 254 DHCP
6 5.048415332 16.10.10.131 61.135.169.121 TCP

, 75.048547250 10.10.10,131 61.135.169.121 [ SO ]

‘ »

» Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interf]
» Ethernet II, Src: Vmware_ee:b1:37 (00:6c:29:ee:b1:37), Dst: Vmware_f2:d3:47
» Internet Protocol Version 4, Src: 10.10.10.131, Dst: 61.135.169.121

» Transmission Control Protocol, Src Port: §7176, Dst Por! 3, Seg: 1, Ack:

Packet Detailsimifi
[ 0860 0@ 50 56 f2 d3 47 0@ 6c 29 ee b1 37 0B 60 45 00 PV - G - ) -7

E
0010 00 28 [ 40 00 40 06 f4 bf @a Ga 0a 83 3d 87 (M@ @ =
0620 a9 79 df 58 00 56 05 b7 3d 17 2b d3 3a 1c 50 11Packet atniffilz 4+ 1. P

O 7 wireshark_eth0.._wlR2TRpcapng  #348: 13239 - B87R: 13239 (100.0%)  Profile: Default
3 5 L A B4 B I REAR U2 «
(1) JHaaHi3kT 4.

(2) {5 1EH3R 4.

(3) HHFFUA LT

(4) HHARLEI

(5) FTH CARAF SRS AT

(6) TRAFHESR AT

(7) KPR

(8) HHIME AT

(9 HH—A4H.




FiR
YHiR

“v R HTTP #di
1. By “ITARTER” #24, SRJE4TJTRN A, U5 R www.baidu.com, {5
1EHH3R
2. ATEAE—AS HTTP PR B (0, Xhizad, HEE FIUEE:
(1) Frame: 28204 i 11550 -
(2) Ethernet Il: Hdla 552 = DK ML A B -
(3) Internet Protocol Version 4: 4% )2 1P AL HSLERE S .
(4) Transmission Control Protocol: f&#i)Z MBS EE, KRR
NI TCP Hpisd .
(5) Hypertext Transfer Protocol: N ZE(EE, XEB/REZ HTTP #
W
v Frame 4639: 1352 bytes on wire (10816 bits), 1352 bytes captured (10816 bits) on inter
v Ethernet II, Src: Vmware f2:d3:47 (00:50:56:f2:03:47), Dst: Viware_ee:bl:37 (00:0¢:29:
v Internet Protocol Version 4, Src: 124,160,145,56, Dst: 16,16.16.131
v Transmission Control Protocol, Src Port: 80, Dst Port: 66664, Seq: 56639, Ack: 2071, L

v [8 Reassembled TCP Segments (9702 bytes): #4618(1460), ¥4619(1460), #4621(552), w4628(
v Hypertext Transfer Protocol

Portable Network Graphics

3. I ZEER A, EHTE S TCPAP Mh il TuZ Mk R E5H: 3
RanlRMAE. Bz Mz, BaaEs 2 Mz .




FiR
YHiR

= PR RS I A

1. i PEARALTSRBALEE =47, FH /AT DUE AR P8 & Hh Al )k
FAF, ARSI IERAE, I IER I TR R P AR WA
PEE N IET, AIESREE PGS, B,

2. FEXS i 45 RN 2 A il PRSI i, 245 S 5 (and) . B (or).
EllE (not) SFHHEHAT, XAER] LU E IR

*ethd @0

XHE) WRE NE(Y) RBG) MIRO SFQ) wHE LiEY AW IAD BHH
AmM:i® DERE a«» TS aaaf
(R [http and ip.addr==124160.145.56 LISME
No. Time ‘Source Destination Protocol Length Info =
| 4286 78.953400912 124.160.145.56 16.16.18.131 HTTP 430 HTT

4515 79.273074538 124.160.145.56 19.108.108.131 HTTP 1841 HTT

4549 79.313216744 124,160.145.56 16.10.10,131 HTTP 770 HTT

4614 79.423236164 124.160.145.56 16.16.10.131 HTTP 1461 HTT

4617 79.434401563 124,166.145.56 16.16.10.131 HTTP 1283 HTT

4638 79.462923676

»
» Frame 4639: 1352 bytes on wire (16816 bits), 1352 bytes captured (10816 bits) on inter
+ Ethernet 1I, Src: Vmware_f2:d3:47 (00:50:56:f2:d3:47), Dst: Vmware_ee:b1:37 (08:0c:29:
+ Internet Protocol Version 4, Src: 124.160.145.56, Dst: 10.10.18.131
» Transmission Control Protocol, Src Port: 88, Dst Port: 60664, Seq: 56639, Ack: 2071, L
»
»

[8 Reassembled TCP Segments (9762 bytes): #4618(1460), #4619(1460), #4621(552), #4628(
Hypertext Transfer Protocol

Portable Network Graphics

81c8 37 35 68 6e 62 21 45 59 67 3d 3d 0d Oa @d Ga 75hnb/EY g== -
81de 2 -
Frame (1352 bytes) | Reassembled TCP (9702 bytes)

@ 7 Portable Network Gr...s (png), 9239 byte 534 5300 - BRIR: 46 (0.9%) BEER: 0 (0.0%)

40 http and ip.addr == 124.160.145.56
(1) Wit vE:
(2) 3 3 g

Profile: Default

tcp. http. icmp

tcp.(srcport|dstport) ==

tcp.port == 80

BER HTTP (TCP) Jii. EALMEIT, N T EBEEXMAR, &
B AR BN BT IRER, 7R AE RN R e A, 1B NGE R
->http JFEGE top Wi, AT DLAAKR S Hr SO N 2
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. HEtE

FEHAT Bt B I R, D 1 RESE LR R IR i) Bt b AT X 7y, At
i BB A AT O, 3 TS R SR A 5] E FREU F) edhs B AT HR i
1. Horik: wfdRwsRS, Rkt 42T,

FES B sk b

2. FHEF -

(1) Bad TCP: B TCP fi##fr s, W EAL, #LFp, E6, EEWMNM
HRAE S AU 5 B N

(2) HSRP Ef# &y %t ¥ (Hot Standby Router Protocol) .

(3) Spanning Tree Topology Change: =Bt S IR 4571 v 0x80,
A AR AN KR AR

(4) OSPF State Change: OSPF (Open Shortest Path First, F =& 5
PRSI BO 1) msg FEAIAE hello,

(5) ICMP errors: ICMP BT IR, I type T BUEEH IR

(6) ARP: arp X

EIVAT R FH RN S U K e AT 4

(7) ICMP: icmp MY

(8) HTTP: http P

(9) TCP: tep PhiX

(10) UDP: udp PHiX

(11) Broadcast: | #k%#3

(12) TCP SYN/FIN: TCP 4% HJHE IR A IC 4]

(13) IPX: BRI Hde (58 5 2R 1 i

(14) DCERPC: HJl DCE/RPC, 7y Hitzic S35 /1 b i 2 1
(15) TTL low or unexpected: TTL &%

(16) SMB: Server Message Block ZE/M¥

(17) Checksum Errors: 25AFH &R HT checksum 7%, £ PC L

PRI R ) — L 3 B 22 2 Wireshark iR HEE4 R

e
Pl

SIS A 55 VE LS B 7
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1. ZHEEHHES T
AVRIEME A TRV HER R, s Ag— it
MU S R R0, BLFE: 1P Hhl, # AR IS, X TCP/IP
LEMEEEREWA T — AR, HH R T Wireshark ZidE
IR EEAML I T7E, AT LINTRIIT R BLE 1 Hhll.
2. BAENRRE ST
- ren R A R D\ R i R R B R, PR AT, AW AR
HYA R A O H28 8 B4R IR ZE, ik
v 7 TRAFAE AR 1
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A REBEME,  ATH TN 22 58 B AR ) T~ M 8 N SE PR T4
B fEHAE AR R IR SL YIRS & 890730, Halid BomisE
TN~ AL B A AR TR T B EE A2 .
IR E#R:
Y& TCP 4R SCHY B A% X
. AR TCP AR HIM L “ SUIRF 5 “PIREET " i f
BB _
FgE B ¥x:
B2 AR IER IR TCP AT 1 “ =BT e
Br R A IERR A TCP BSOS 1) “ YR dE T 1
BFER | EffH Wireshark JI6 TR Ik i 5846 & b AL 0 50 £
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PEMb—: T > TCP #Rk SR [ & 15 # A% 5
PRk T3] TCPIERM “=xET” M “PIIHET”
PRk = BRI SS

EL
~F

Bk

et J= P AN B LA M A il B il TCP A - #di 4k 1 UDP.,
Forr, UDP WSt A i fmg A3 4 i AN AT SE A% fan ik 5%, 10 TCP it
BN o i 8

TCP &AL R R iR 55 #4577 3\ 8l A IE R G S v F i3k
FEAY iz 7 Celient), T4 Bl 45 ARr 4 2 S 1) S FH A U MO 25 25
(Server). A | ORIEEBE AL A AR P 280 AT 5, BT “ =IkiR
F7 M CPURIETF ", A RBAREBY Wireshark HIUEL A7 B S 45 25
BE A BHIE IR TCP #ALIEREN « =R T AR BOERE ) “ U IRIETF 7,
—. HRFR

TCP J2 1 [ 345 1 WAL« TCP Az e 4% 1) g L AR TS B — UK [r)
BRG] DR . B, ERNEEA =N B T
HARALBFERRE . (£ TCP MR LI T2 h ZE v DR = o i«

(1) ZERE—J5 BEMBIRHIXT T FIAFAE

(2) BERFITIE LS8 (NG DR RME 2R &Y
DR TR A ) Bk 15T A K% i 55 o B 4

(3) BEXFIEHM LA TR (NG /N EER T HIIE ) HEAT
Zal

TCP B AR % IR S5 #4577 2\ 8l A IR G ST K b F gk
PRI 71 Celient), AR AN S5 Ar 42 7. (0 N FH HE RS U480l 55 2%
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s

. TCP &

32 fi
0 8 16 24 31
T T S S T T T T O N I ¥t g0 G G w5y ™% g gy oqe G |
iR i O B & & DO
F 5
20 FHRY
Iécnz W A 5 E3fg=g:
A ¥ ul(A|P|R[S|F
| mm | ® B [RIRARINN Ll
B ® A % 2 k& %
i W (& B A OE) -
TCP 4837k | TCP & TCP #3EHS
LIEER ——
IP &R V P gEBS V &

(L o AN E B3 e % A5 2 A5, 205005 N H S A E 1
NEE

(2) 705 seq: 7 4 D515, HSRbRiCEE B Wby, TCP i H:
IR FTA B 7T g E— NS, AT RS A B AL
PR R BT R, S AMROCBARIR— AT S P85 seq
A XA RSB S — AN IR R S . 4 S InE 2%-1 )5,
T—AFSH RS 0, Mt 2ut, FHE(HH mod2¥ i85,

(3) #hT ack: &7 4 DT, WIRAIRBIN T —AMROCEBI S — A
BIRFHT S FA SRR B BRI 5 — A R 5 T
BN S HR R AR N — AT 5 RIS ATl B s —
T S+1 BAHINS . idfE: ERNS=N, WERH: 255 N-1
AT HE 8 O IR R

(4) BIEwms: |5 460, T TCP R BRIBIRE L1 k2445 TCP
WL BR MG A 2, XA BUSERR FAER  TCP oC B E ik
FEo T E A KA E R B, PRSI e = B 0 2
e AHRVER, “HdRmEE” A 4 715,

(5) ¥R URG: 3 URG=1 M, KI&N HBEREAE & r K17 ) TCP
A RABIEALE, TREETT TCP il & 28 i\ BIAIR T B




(R R TR, T 55 R 00 5 T 1) 5008 A7 2 S 5

(6) Hfiih ACK: 5 147, 104 ACK=1 i, Bk 5 7B A 3. ACK=0
I, HINS TR TCP MU, FESEHEHENL )5 FT A A 14 IR S B 6 ATt
ACK & 1.

(7) [P SYN: RN TRAPRF 5. % SYN=1, ACK=0
i, IR ANERAR RIS B 5 R, AR R S B b

4 SYN=1, ACK=1., [KIt,, SYN=1 F£/RiXZE—NERHR, BiERERE
ZI . SYN XML RATE TCP @~ &N 429 B 1, #BT5%
WJa SYN bR EMHE 0.

(8) 21k FIN: FRBE— NS FIN=1 F£oR: MRoCBMIKIETT
R 2Rk, JFERBEOE e .

PS: ACK. SYN Fl FIN iX 85K 5 ¥ i K onbr b, HAEE AR
1, A 0; ack. seq /N5 HHIARRTF S

(9) I KEEATAS, FAKANE 40 795, {EA RN, TCP K
AR 20 AT,
=. TCP “ZEF”

1. FriE =42 T (Three-Way Handshake), F5% 7 —4> TCP i#
P, FRER AR S5 S Ik 3 N A A R AT

Stepl: %% /i K i%—A SYN=1, ACK=0 #5 & HIEE .45 IR % b,
ERIATIER, XRE—KIET,

Step2: M5 umii B K I H ARVFEREME, e kit—4 SYN=1,
ACK=1 FrE M EHE BLes K ik, &ire, FTLGlEW 1, JFHIER i
RIE— NN, XL IKETF

Step3: ARG K iE— SYN=0, ACK=1 KR FLLE % F b »
FIFEERCHEMIN, K2R =IET. IhOREERE, &k
% #53t N ESTABLISHED (TCP ) IR, M =IRIEF




xp W%

CLOSED

CLOSED M
LISTEN

~ SYN-
SENT

. L § -
e ACK = g0 _ RCVD
N
o Y+1
ESTAB- oo

LISHED
< $fei > ESTAB-

2. JE Wireshark JVELHAL KREGE TCP @ &1 “ =BT
(1) Ja3h wireshark I, FTFF %5 2831 N www.huawei.com;

(2) fEaA4T 8 %N ping www.huawei.com, FRE IP il
e [ |

N EEG: C:\‘u".‘indows\systemﬂ\cmd.exe‘ .

Microsoft Windouws 6.1.76811 )
_ﬁ {c> 28892 soft Corporation,

m | .

C:“Users"Adninistrator.USER-28208522C0>Ping www.huawei.com

IEtt Ping www.huawei.co n_.,.com [183 281.236.971 E-_ﬁ 32 —|—
.291.236. i =
.281.236.
.291.236.
.281.236.

C:“Usersidministrator USER-28208522C02

(3) 7£ Wireshark )&/~ i JE 4% 4 NI 98 54+ tep and ip.addr ==
183.201.236.97;




B#Q RO SHR wite =Ey Ew I80O 80
4% 20 LEREI] &= PR

697 12.1246.. 183.201.236.97 192.168.48.60 HTTP 539 HTTP/1.1 302 Moved Temporarily (text/html)

Vep wnd 1y add = 163 200 7591 B3 )+
3 Tine Souree Destination Frotaol Lungth Infs B
689 12.1054.. 192.168.48.60 183.201.236.97 TCP 6654232 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1
’7 691 12.1137.. 183.201.236.97 192.168.48.60 TCP 66 80 - 54232 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=0 MSS=1460 SACK_PERM=1 WS=128
i 692 12.1138.. 183.201.236.97 192.168.48.6@8 TCP 66 80 > 54231 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=0 MSS=1460 SACK_PERM=1 WS=128
| 69312.1139.. 192.168.48.60  183.201.236.97 TCP 54 54232 - 80 [ACK] Seq-1 Ack=1 Hin-65700 Len=0
H 694 12.1139.. 192.168.48.60 183.201.236.97 TCP 54 54231 » 8@ [ACK] Seq=1 Ack=1 Win=65700 Len=0
695 12.1142.. 192.168.48.6@ 183.201.236.97 HTTP 1081 GET / HTTP/1.1
696 12.1234.. 183.201.236.97 192.168.48.60 TCP 60 80 - 54232 [ACK] Seq=1 Ack=1028 Win=62848 Len=0

> Frame 689: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{12839175-9FF3-4A28-925E-38E1A4A7CD6}, i
» Ethernet II, Src: LCFCHeFe_22:d®@:a9 (8c:16:45:22:d@:a9), Dst: HuaweiTe_da:6d:54 (48:46:fb:da:6d:54)

» Internet Protocol Version 4, Src: 192.168.48.60, Dst: 183.201.236.97

- Transmission Control Protocol, Src Port: 54232, Dst Port: 80, Seq: @, Len: @

« i v

48 46 fb da 6d 54 8c 16 45 22 do a9 08 00 45 00 HF - -mT E" E
©0 34 13 da 40 90 80 06 ©0© 00 O ag 30 3c b7 c9 4--@ a<
ec 61 d3 d8 @0 50 29 5b 62 6C ©O 00 0 00 80 02 a P)[ bl

20 00 95 36 00 90 ©2 04 05 b4 @1 03 03 02 01 01 6

04 @2

Bl o] LG 3, wireshark #3KE] 1 =B F M = MR, 251
AR A R HTTP 1, XU HTTP (a2 TCP @ SriE B .

3. HTR, KRIXREEFIK “RBRTF” XNMEIE.

(D — BT B 271k —A TCP, trEA0y SYN,
FPF5 R 0, AR uih RESLERE, R EFR.

[iep and iy alle == 169 201 236,97 W3 -]+

Ho Tine Sowrce Destination Erotocol Length Info -
688 12,1053.. 192.168.48.60 183.201.236.97 TCP 66 54231 > 80 [SYN] Seg=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1
689 12.1054.. 192.168.48.60 183.201.236.97 TCP 66 54232 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

’7 691 12.1137.. 183.201.236.97 192.168.48.60 TCP 66 80 » 54232 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=0 MSS=1460 SACK_PERM=1 WS=128

» Ethernet II, Src: LCFCHeFe_22:d@:a9 (8c:16:45:22:d@:a9), Dst: HuaweiTe da:6d:54 (48:46:fb:da:6d:54) b
» Internet Protocol Version 4, Src: 192.168.48.60, Dst: 183.201.236.97
< Transmission Control Protocel, Src Port: 54232, Dst Port: 80, Seq: @, Len: @
Source Port: 54232
Destination Port: 80
[Stream index: 29]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
Sequence number (raw): 693854828
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: @
Acknowledgment number (raw): o

I

1000 .... = Header Length: 32 bytes (8)
« Flags: 0x002 (SYN)
©00. .... .... = Reserved: Not set

. = Nonce: Mot set

= congestion window Reduced (CWR): Not set

= ECN-Echo: Not set

= Urgent: Not set

. = Acknowledgment: Not set

Push: Not set

Reset: Not set

........ Ssyn: set

e e e Fin: Not set

[Tcp P s-] <

Al OB B Ik

SYN : #RENL, RoRIEREILER

Seq=0 : WIREILIERLIE N 0, B EHIARXS FFHI5 M 0 TFah, &

N TSR SOE

Ack =0: VIMHEIEREN 0, ELRBIENEE, RR4irks

A& A ETT

(2) Bk BT B RS SERBIFNE, FREMN SYN,
ACK. ¥\ FF 5 (Acknowledgement Number)i% & Jy% /7 ) ack & i




1, B o+1=1, W FE P~

FET = o — =115 e
XHH REEO HMBV BHO BRO SRR #HY B\EY ZEW IED FEE

A" 10 JBRE QR===T05 = QQ&H

[ Ttep and ip. addr == 183,201 236 47 BED -+

¥, Tine Sowee Destination Protocel Length Info
688 12.1053.. 192.168.48.60  183.201.236.97 TCP 66 54231 » 80 [SYN] Seq=@ Win=8192 Len=@ MSS=146@ WS=4 SACK_PERM=1
< 689 12.1054.. 192.168.48.60  183.201.236.97 TCP 66 54232 » 80 [SYN] Seq=@ Win=8192 Len=@ MSS=146@ WS=4 SACK_PERM=1
‘> 691 12.1137.. 183.201.236.97 192.168.48.60 TCP 66:80 » 54232 [SYN, ACK] Seq=@ Ack=1 Win=5694@ Len=@ MSS=1460 SACK_PERM=1 WS=128 il

> Ethernet II, Src: HuaweiTe da:6d:54 (48:46:fb:da:6d:54), Dst: LCFCHeFe 22:de:a9 (8c:16:45:22:de:a9)
» Internet Protocol Version 4, src: 183,201.236.97, Dst: 192.168.48,60
4 Transmission Control Protocol, Src Port: 8@, Dst Port: 54232, Seq: @, Ack: 1, Len: @
Source Port: 80
Destination Port: 54232
[Stream index: 29]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number
Sequence number (raw): 626055127
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number
Acknowledgment number (raw): 693854829
1000 .... = Header Length: 32 bytes (8)
« Flags: @x@12 (SYN, ACK)
000, ... ..., = Reserved: Not set
o el = Nonce: Not set
P = Congestion Window Reduced (CWR): Not set
... = ECN-Echo: Not set
viiv @, ... = Urgent: Not set
....... 1 .... = Acknouledgment: Set
........ 8... = Push: Not set
= Reset: Not set
cooo oooo colle = YR §EE
........... 0 = Fin: Not set
[TCP Flags: «+++-++A--S:]

ACHINIPS I L /I

[SYN + ACK]: bri&ifir, FRIEEIER, FFEIE SYN+ACK

Seq=0 : WIMAEESAE N 0, TR MURTEEA KIELHE

Ack = 1: IR 4Tl i B S B A 8, BRI R IEAT:
oG 88, il SE RN 1, RS SYN BFIN frdifi. (3
AN B T AR R, RS SYN BCFIN bR Ar A
A RV E)

(3) =X “BT” Bt 27 m O IEHANEL(ACK), SYN
PRERLN 0, ACK ARENN 1, H HABARS #5 KK ack 1757 BL+1,
BHERf & 7 BUh IR G % 48, W TR,




MR - - . . . R W e .

B - wme.

XD REE HEY BHO WRO SR HHE BEY T=EW IRO E2HH

AEm 5@ Re= LS EQaQnE

N[ tep and ip. adar 83.201. 236, 97 [x] -+
o Tine Source Destinstion Protocal Length Info -
{ 691 12.1137.. 183.201.236.97 192.168.48.60 TCP 66 80 » 54232 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=0 MSS=1460 SACK_PERM=1 WS=128 |
| 69212.1138.. 183.201.236.97 192.168.48.60 TCP 66 80 > 54231 [SYN, ACK] Seg=e Ack=1 Win=56940 Len=@ MSS5=1460 SACK_PERM=1 WS=128

‘ 693 12.1139.. 192.168.48.60  183.201.236.97 TCP 5454232 » 80 [ACK] Seg=1 Ack=1 Win=65700 Len=0

> Ethernet II, Src: LCFCHeFe 22:d@:a9 (8c:16:45:22:d@:a9), Dst: HuaweiTe_da:
> Internet Protocol version 4, Src: 192.168.48.6@, Dst: 183.201.236.97
« Transmission control Protocol, Src Port: 54232, Dst Port: 8e, Seq: 1, Ack: 1, Len: @
Source Port: 54232
Destination Port: 8@
[Stream index: 29]
[TCP Segment Len: @]

154 (48:

:fb:da:6d:54)

Sequence number: 1
Sequence number (raw): 693854829
[Next sequence number: 1
Acknowledgment number: 1

(relative sequence number)

(relative sequence number)]
(relative ack number)

i

Acknowledgment number (raw): 626055128

0101 .... = Header Length: 2@ bytes (5)
< Flags: ox@1@ (ACK)
000, ... . = Reserved: Not set

Nonce: Not set

Congestion Window Reduced (CWR): Not set
= ECN-Echo: Not set

= Urgent: Not set

Acknowledgment: set

= Push: Not set

Reset: Not set

Syn: Not set

Fin: Not set

B s EEm T
ACK : tr&fr, XAl Bhds
Seq=1 : FRYEICAERKIE 1 ANEHE

ack = 1: R i s BREDFEN B A 2, BRI 55 35 BOEAE

A B, NS 1,
SN BB T 4 A R
A AHR) .

(4) FRIXFEEIL T TCP =W IEF, &7 7 iEHE,
HAEAEH, WNEFR.

FfL4 SYN 8 FIN ks (FEAR
K& SYN B FIN b5 EAL 43 A

B TR 17

A FER, - — - . e O . e semes =2
SHHE  RRE) BRHG) WO HINA) MG MY TEM TRO K
aAm g ® FRB ] == | Q & i
o and ip. addr % 183,201,236, 87 [x] <]+
X Tine Source Testination Trotocel Length Info -
689 12,1054.. 192,168,48,60 183,201,236,97 TCP 66 54232 > 8@ [SYN] Seq=e@ Win=8192 Len=@ MSS=1460 WS=4 SACK_PERM=1 e
‘ 691 12.1137.. 183.201.236.97 192.168.48.60 TCP 66 80 - 54232 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=0 MSS=1460 SACK_PERM=1 WS=128
| 69212.1138. 183.201.236.97 192.168.48.60 TCP 66 80 » 54231 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=@ MS5=1460 SACK_PERM=1 WS=128
| 69312.1139. 192.168.48.60  183.201.236.97 TCP 54 54232 > 80 [ACK] Seq=1 Ack=1 Win=65700 Len=0
| 69412.1139.. 192.168.48.60  183.201.236.97 TCP 54 54231 » 80 [ACK] Seq=1 Ack=1 Win=65700 Len=0
»  69512.1142.. 192.168.48.60 183.201.236.97 HTTP 1081 GET / HTTP/1.1
696 12,1234.. 183,201,236.97 192.168.48.60 TCP 60 80 > 54232 [ACK] Seq=1 Ack=1028 Win=62848 Len=0
<f 697 12.1246.. 183.201.236.97 192.168.48.68 HTTP 530 HTTP/1.1 302 Moved Temporarily (text/html)
i . 192,168.48.60  183.201.236.97 HTTP 1156 GET / HTTP/1.1
699 12,1378.. 183,201.236.97 192.168.48.60 HITP 558 HTTP/1.1 302 Moved Temporarily
| 70112.1463.. 192.168.48.60  183.201.236.97 TCP 66 54233 > 443 [SYN] Seg=0 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1
| 764 12.1548.. 183.201.236.97 192.168.48.60 TCP 66 443 + 54233 [SYN, ACK] Seq=0 Ack=1 Win=56940 Len=0 MS5-1460 SACK_PERM=1 WS=1..

Ethernet II, Src: LCFCHeFe 22:d@:a9 (8c:16:45:22:d0:a9), Dst: HuaweiTe da:6d:54 (48:46:fb:da:6d:54)
Internet Protocol Version 4, Src: 192.168.48.60, Dst: 183.201.236.97

Transmission Control protocol, Src port: 54232, Dst Port: 80, Seq: 1, Ack: 1, Len: 1827

Hypertext Transfer Protocol

Frame 695: 1081 bytes on wire (8648 bits), 1081 bytes captured (8648 bits) on interface \Device\NPF_{12839175-9FF3-4A28-925E-38E1A4A7CI

2o ec 61 d3 d8 @@ 50 29 S5b 62 6d 25 50 d7 d8 50 18 ca---P)[ bm¥kp--p-
40 29 99 2d @0 @0 47 45 54 20 2f 20 48 54 54 50 @)---GE T / HTTP
2f 31 2e 31 ed ea 48 6f 73 74 3a 20 77 77 77 2e /1.1- ‘Ho st: www.

050 68 75 61 77 65 69 2e 63 6f 6d od @a 55 73 65 72 huawei.c om--User

e 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6¢ 6¢c 61 2f -Agent: Mozilla/
35 2e 30 20 28 57 69 6e 64 6f 77 73 20 4e 54 20 5.0 (Win dows NT

080 36 2e 31 3b 20 57 69 6e 36 34 3b 20 78 36 34 3b 6.1; Win 64; x64;

090 20 72 76 3a 38 37 2e 30 29 20 47 65 63 6b 6f 2f rvig87.0 ) Gecko/

oAt 32 30 31 30 30 31 30 31 20 46 69 72 65 66 6f 78 20100101 Firefox

2f 38 37 2e 30 @d 0a 41 63 63 65 70 74 3a 20 74 /87.0- A ccept: t

» 65 78 74 2f 68 74 6d 6c 2c 61 7@ 70 6C 69 63 61 ext/html ,applica
odo 74 69 6f 6e 2f 78 68 74 6d 6c 2b 78 6d 6¢ 2c 61 tion/xht mlexml,a
wen 79 7@ 6C 69 63 61 74 69 6f 6e 2f 78 6d 6¢ 3b 71 pplicati on/xml;q

@ 7 iveshard SHIER 20210602110510_odT1 T2, peapne

6060 48 46 Tb da 6d 54 [JMEIMMLL 22 do a9 ©8 00 45 60 CmTEEN =
016 @4 2b 13 de 40 00 80 @6 @0 00 CO a8 38 3¢ b7 9 -+ @

SR 2042 - BT 1930 (7.0%) - BESH 0 0.0 || WE: Defalt




W4, TCP BuESRR “WUIHET”

1. FriBRIEF (Four-Way Wavehand), BZik TCP iE#z, #te
FRWr I —A> TCP &I, 75 2% s A R 55 I s L IE 4 S HdE B
BESZ A W

Stepl: 55— k¥EF, Client &i%—4 FIN, F>k5&M] Client 3] Server
PE L%, Client #EA FIN_WAIT_11R%&

Step2: #H IRIEF, Server Y E| FIN J5, Ki%— ACK %5 Client,
kP 5 IR 5+1C5 SYN AIH], —A FIN 5 —F5), Server
HEN CLOSE_WAIT JR%&

Step3; 5 —IK¥EF, Server Ki&k—A> FIN, FKIKH] Server £ Client
PR I%, Server #E N\ LAST_ACK fR#

Stepd: HEPUKIET, Client Y] FIN 5, Client # A\ TIME_WAIT
WA, BB RIE—A ACK 45 Server, HiihF5 NI E|F5+1, Server
i N\ CLOSED KA, ey IKIET .

T TCP IR 20U T, PR, RN J7 1) S 0 20U B MUEA T 9% AT

— JF S 2 — 7 e OB REAT S5 Ja s K& A FIN SR IEIX — 5 7]
HER, B —A FIN AR EWERX —J7m EEAEERS) 7, AL
PRI T, (AR TCP iE#: EANSRARE Rk Bl , BRI —
iAW RIE T FIN. B G T R B — D5 AT 80k M), 1 55— 5
PATHEB KA, a0 B PR,




%P L2

ESTAB-| ™ ]
Fzh%p LISHED e > ESTAB-
- ‘ LISHED

b
Sz
#HE

FIN-
WAIT-1
CLOSE-

WAIT | 205418

FIN-

WAIT-2 FIN= D
LAST-

4% IMSL > Seq = ACK
(D TIME- W1

WAIT
CLOSED
CLOSED

2, @it Wireshark FIVEL AR I UE TCP BEBOER “ WYIRFET”
(1) 33 wireshark 4VEL, 4T3 %E 284 A www.huawei.com:;
(2) fEArAATH H %N ping www.huawei.com, FRHEL IP Hhuht;
(3) FE Y25 H ¢ P X ik www.huawei.com:;
(4) £ Wireshark )52 7~ 8 &% rhfai A\ 8 2% F tep and ip.addr ==
183.201.236.97

A s TR ve . — - = | 12 )
MEHE REE  WE HHGQ RO ﬁﬁu &ite) EEY TEWw IED =
=S aaan

+cp and ip. addr == 163.201,236 .87

¥ Tine Sourcs
2313 14.6283.. 183.201.236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] Seq=380020 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2314 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1514 Application Data [TCP segment of a reassembled PDU]
2315 14.6283.. 183.201,236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] Seq=382940 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2316 14.6283.. 183.201.236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] Seq=384400 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2317 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1434 Application Data, Application Data, Application Data

Protocol Length Info

2318 14.6285.. 192.168.48.60 183.201.236.97 TCP 54 57609 > 443 [ACK] Seq=4404 Ack=387240 Win=243900 Len=0
2319 14.6291.. 192.168.48.60  183.201.236.97 TCP 54 [TCP Window Update] 57609 - 443 [ACK] 5eq=4404 Ack=387240 Win=261340 Len=0
2331 14.8372.. 192.168.48.60  183,201.236.97 TLS.. 77 Encrypted Alert
2332 14.8373.. 192.168.48.60 183.201.236.97 TCP 54i575906 » 443 [FIN, ACK] Seq=628 Ack=149 Win=65552 Len=0
2333 14.8463.. 183.201.236.97 192.168.48.60 TCP 60 443 > 57596 [ACK] Seq=149 Ack=628 Win=62848 Len=0
2334 14.8463.. 183.201.236.97 192.168.48.60 TCP 60 443 » 57596 [FIN, ACK] Seq=149 Ack=629 Win=62848 Len=@
- 2335 14.8464.. 192.168.48.6@ 183.201.236.97 TCP 54 57596 » 443 [ACK] Seq=629 Ack=150 Win=65552 Len=0 it

» Frame 2332: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{12839175-9FF3-4A28-925E-38E1A4A7C9D6},
» Ethernet II, Src: LCFCHeFe_22:d@:a9 (8c:16:45:22:d@:a9), Dst: HuaweiTe_da:6d:54 (48:46:fb:da:6d:s54)

> Internet Protocol Version 4, Src: 192.168.48.60, Dst: 183.201.236.97

- Transmission Control Protocol, Src Port: 57596, Dst Port: 443, Seq: 628, Ack: 149, Len: @

K] LLE 2, wireshark 8383 1 “DYUGET” HUAEdE 4,
JE AR A BB T
3. K, IRIKEFRER “HET” MR .
(DB “HETF7"HHE Q. Client B T B IERE K, Fin=1
R Client C2RHBIRERIL T, AR RKIE—MERKH]




ERNE B 45 Server Ui, [FIFE, X HE A E Seq =451, Ack=149, Seq
FoRIX — R IEHAR MR IG 75, 1 Ack =149 IR Client S48 E T
Server 3 K% 1) 149 Z W RFTA AU, JHAF T~ —X Server %1 Seq
=149, ACK = 1 F/RIX 2 —MNEHHE R, ACK M FIN —EE & IAm &
INIEAN AR AL — AR AN RS HERE, R EFTR.

e . s
XD REEO WEY G BERO SRR sHO BEy REwW IEO 2HH)

Am @® BRERe2=ZFT &= | Q @ I

N[ tep and ip. adér == 183.201.236.97 <] <]+

Yo Tins Sourcs Destination Protocol Length Info -
2313 14.6283.. 183.201.236.97 192.168.48.680 TCP 1514 443 > 57609 [ACK] Seq=380020 Ack=4404 Win=80384 Len=1460 [TCP segment of a r.
2314 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1514 Application pata [TCP segment of a reassembled PDU]

2315 14.6283.. 183.201.236.97 192.168.48.60 TCP 1514 443 » 57609 [ACK] Seq=382940 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2316 14.6283.. 183.201.236.97 192.168.48.68 TCP 1514 443 » 57609 [ACK] Seq=384400 Ack=4404 Win=80384 Len=1460 [TCP segment of a r.
2317 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1434 Application Data, Application Data, Application Data

2318 14.6285.. 192.168.48.60 183.201.236.97 TCP 54 57609 > 443 [ACK] Seq=4404 Ack=387240 Win=243900 Len=0
2319 14.6291.. 192.168.48.60 183.201.236.97 TCP 54 [TCP Window Update] 57609 -» 443 [ACK] Seq=4404 Ack=387240 Win=261340 Len=@
2331 14.8372.. 192.168.48.60 183.201.236.97 TLS.. 77 Encrypted Alert
2332 14.8373.. 192.168.48.60 183.201.236.97 TCP 54 57596 > 443 [FIN, ACK] 5eq=628 Ack=149 Win=65552 Len=0
2333 14.8463.. 183.201.236.97 192.168.48.60 TCP 60 443 > 57596 [ACK] Seq=149 Ack=628 Win=62848 Len=@
2334 14.8463.. 183.201.236.97 192.168.48.6@ TCP 60 443 > 57596 [FIN, ACK] Seq=149 Ack=629 Win=62848 Len=@ u
L 2335 14.8464.. 192.168.48.60 183.201.236.97 TCP 54 57596 » 443 [ACK] Seq=629 Ack=150 Win=65552 Len=0 (]
[TCP Segment Len: @] q
Sequence number: 628 (relative sequence number)
Sequence number (raw): 301170818
[Next sequence number: 629 (relative sequence number)]
Acknowledgment number: 149 (relative ack number)
Acknowledgment number (raw): 2550692525
9101 .... = Header Length: 20 bytes (5)
< Flags: oxell (FIN, ACK)
00@. .... .... = Reserved: Not set

I

.. . = Nonce: Not set

Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set

Urgent: Not set

Acknowledgment: Set

Push: Not set

Reset: Not set

= Syn: Not set

= Fin: Set

ceeaaAe e F] -

[TCP Flags:

(2) IR “45F7 HiEAL: Server KiEMAKHFEIEf, ACK=1,
RN E R PG R RE BRI T, BTN

XD ®HE AEY HHQ BRO FHW SO BEY FEw T8O #=WH

Adm e Re=ETis = aaan
W [tep and ip. addr == 183,201, 236,97 ] -]+
¥o Tine Sourcs Destinstion Protocel Length Info B

2313 14.6283.. 183.201.236.97 192.168.48.680 TCP 1514 443 > 57609 [ACK] Seq=380020 Ack=4484 Win=80384 Len=1460 [TCP segment of a r.
2314 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1514 Application Data [TCP segment of a reassembled PDU]

2315 14.6283.. 183.201.236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] 5eq=382940 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2316 14.6283.. 183.201,236.97 192.168.48.68 TCP 1514 442 > 57609 [ACK] Seq=384400 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2317 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1434 Application Data, Application Data, Application Data

2318 14.6285.. 192.168.48.60 183.201.236.97 TCP 54 57609 » 443 [ACK] Seq=4404 Ack=387240 Win=243900 Len=0

2319 14.6291.. 192.168.48.60 183.201.236.97 TCP 54 [TCP Window Update] 57609 - 443 [ACK] Seq=4404 Ack=387240 Win=26134@ Len=0
2331 14.8372.. 192.168.48.60 183.201.236.97 TLS.. 77 Encrypted Alert

2332 14.8373.. 192.168.48.60 183.201.236.97 TCP 54 57596 + 443 [FIN, ACK] Seq=628 Ack=149 Win=65552 Len=0

2333 14.8463.. 183.201.236.97 192.168.48.6@ TCP 60443 > 57596 [ACK] Seq=149 Ack=628 Win=62848 Len=0
2334 14,8463.. 183.201.236.97 192.168.48.60 TCP 60 442 > 57596 [FIN, ACK] Seq=149 Ack=629 Win=62848 Len=0

- 2335 14.8464.. 192.168.48.60 183.201.236.97 TCP 54 57596 » 443 [ACK] Seq=629 Ack=150 Win=65552 Len=0 [l
[TCP Segment Len: @] o
Sequence number: 149 (relative sequence number)

Sequence number (raw): 2550692525
[Next sequence number: 149 (relative sequence number)]
Acknowledgment number: 628 (relative ack number)
Acknowledgment number (raw): 301170818
0101 .... = Header Length: 2@ bytes (5)
< Flags: exele (ACK)
000, .... .... = Reserved: Not set

I

Nonce: Not set

Congestion Window Reduced (CWR): Not set

ECN-Echo: Not set

Urgent: Not set

= Acknowledgment: Set =
= Push: Not set

= Reset: Not set

. = Syn: Not set

= Fin: Not set

ceeeAneen] >

[TCP Flag

B =WAET "B 6. . Server K ik [F = W FiE R 8dE 41, Fin=1,




ACK=1, MARF& P im FIRRIERIEE TS (ack) N 629, W T BN,

E— o e oae . BENEET
XD REE WAV BHe BRO SR HHe BEy BEw IR0 #E0)

Am 20 JRREBRe=2=ZF L= QaQqQn

Wt and ip. a2 = 183,201,238 97 B )+

T iy Source Destination Frotoeol Length Info B

2313 14,6283.. 183.201.236.97 192.168.48.60 TCP
2314 14.6283.. 183.201.236.97 192.168.48.60 TLS..
2315 14.6283.. 183.201.236.97 192.168.48.60 TCP
2316 14.6283.. 183.201.236.97 192.168.48.60 TCP
2317 14,6283.. 183.201.236.97 192.168.48.60 TLS..
2318 14.6285.. 192.168.48.60 183.201.236.97 TCP
2319 14.6291.. 192.168.48.60 183.201.236.97 TCP
2331 14.8372.. 192.168.48.60 183.201.236.97 TLS..
2332 14.8373.. 192.168.48.60  183.201.236.97 TCP
2333 14.8463.. 183.201.236.97 192.168.48.60 TCP
2334 14.8463.. 183.201.236.97 192.168.48.60 TCP
— 2335 14.8464.. 192.168.48.60 183.201.236.97 TCP

1514 443 > 57609 [ACK] Seq=380020 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
1514 Application Data [TCP segment of a reassembled PDU]
1514 443 > 57609 [ACK] Seq=382940 Ack=4404 Win=80384 Len=1460 [TCP segment of a r.
1514 443 » 57609 [ACK] Seq=384400 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
1434 Application Data, Application Data, Application Data

54 57609 -» 443 [ACK] Seq=4404 Ack=387240 Win=243900 Len=0

54 [TCP Window Update] 57609 » 443 [ACK] Seq=4464 Ack=387240 Win=261340 Len=0

77 Encrypted Alert

54 57596 - 443 [FIN, ACK] Seg=628 Ack=149 Win=65552 Len=0

60 443 » 57596 [ACK] Seq=149 Ack=628 Win=62848 Len=0

60 443 » 57596 [FIN, ACK] Seq=149 Ack=629 Win=62848 Len=0

54 57596 - 443 [ACK] Seq=629 Ack=15@ Win=65552 Len=0 @

J

[TCP Segment Len: @] m
Sequence number: 149 (relative sequence number)
Sequence number (raw): 2550692525

[Next sequence number: 150
Acknowledgment number: 629

(relative sequence number)]
(relative ack number)

Acknowledgment number (raw): 301170819

0101 .... = Header Length: 20 bytes (5)
<+ Flags: oxe11l (FIN, ACK)
000. .... .... = Reserved: Not set

= Nonce: Not set
. = congestion window Reduced (CWR): Not set
ECN-Echo: Not set
Urgent: Not set
= Acknowledgment: Set
Push: Not set
Reset: Not set
Syn: Not set
< oos Fin: set
[TCP Flags: ++++vesAcevF] -

(4) IR “HETF” B ZXMEIRAK ACK=1, FIN=0, &
e — A RA IR L, BN i SR R % 25 i )

BEFEMTER . M7 Seq=629, FIR% P v K 45 Ik 55 43 P54 629 2
AR O C A R IR TE R, AT OB .

- —T
SO REE WEW BHE BRO SR e =EY FSw IE0 S
dm 2@ LBRE ] e= LS EQQQaQE

183.201. 236, 97 Bed -+

TJZ/\

o

W[tce and ip. addr

Yo Time Source Destination Protocel Length Tnfo -
2313 14.6283.. 183.201.236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] Seq=380020 Ack=4404 Win=80384 Len=1460 [TCP segment of a r.
2314 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1514 Application Data [TCP segment of a reassembled pPDU]

2315 14.6283.. 183.201.236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] 5eq=382940 Ack=4404 Win=86384 Len=1460 [TCP segment of a r.
2316 14.6283.. 182,201.236.97 192.168.48.60 TCP 1514 443 > 57609 [ACK] Seq=384400 Ack=4404 Win=80384 Len=1460 [TCP segment of a r..
2317 14.6283.. 183.201.236.97 192.168.48.60 TLS.. 1434 Application Data, Application Data, Application Data

2318 14.6285.. 192.168.48.60 183.201.236.97 TCP 54 57609 > 443 [ACK] Seq=4404 Ack=387240 Win=243900 Len=0

2319 14.6291.. 192.168.48.60 183.201.236.97 TCP 54 [TCP Window Update] 57609 > 443 [ACK] Seq=4404 Ack=387240 Win=261340 Len=0
2331 14.8372.. 192.168.48.60 183.201.236.97 TLS.. 77 Encrypted Alert

2332 14.8373.. 192.168.48.60 183.201.236.97 TCP 54 57596 - 443 [FIN, ACK] Seq=628 Ack=149 Win=65552 Len=0

2333 14.8463.. 183.201.236.97 192.168.48.60 TCP 60 443 > 57596 [ACK] Seq=149 Ack=628 Win=62848 Len=0@

2334 14.8463.. 183.201.236.97 192.168.48.60 TCP 60 443 » 57596 [FIN, ACK] Seq=149 Ack=629 Win=62848 Len=0

L 2335 14.8464.. 192.168.48.60 183.201.236.97 TCP 5457596 > 443 [ACK] Seq=629 Ack=150 Win=65552 Len=0

4

[TCP Segment Len: @] q

Sequence number: 629

(relative sequence number)

[Next sequence number: 629
Acknowledgment number: 150

Sequence number (raw): 301170819

(relative sequence number)]
(relative ack number)

Acknowledgment number (raw): 2550692526
9101 .... = Header Length: 20 bytes (5)
4 Flags: ox010 (ACK)
@00. .... .... = Reserved: Not set

W

Nonce: Not set

Congestion Window Reduced (CWR): Not set
= ECN-Echo: Not set

urgent: Not set

Acknowledgment: Set

Push: Mot set

Reset: Not set

= Syn: Not set

e .. Fin: Not set

[TCP Flags: rerrrrsArees] -

(5) AT A TENXKEF? BN TCP & — MR T AN, R
ATIEAE U7 #R IR A I A R XA LI T

e
PES

SIS AE S5 TE ML SR G o




WEAIR

2 314E4 30 ViP5 ACL

Frlg i B WH= Mz 4ot
FREE | M&eaHAR SRS | 6 ﬁi BB
1. ZAEREE RS
AR RV EAUN AR 90204, it g & —%it&E
HLP 2 FEmE AR, BFG: IP bk, & MK s, 42 T Cisco
Packet Tracer HZEAd FH vk, REAL 26 Ay B ) I 48 90 b 45 74 1
AT SZYN R B B85 7 Ao
2. ZHEINFRE T
- R AR A R N SR R S YRR, AR AL
HYH IR IO (H2 R R I, RNk
i) 577 THI A7 AE B YRS T
3. RSN REI RS
S ) AR R IO B SR A ENTE . AT, RE#HGE
(KA BEFRARE, FRATHT FIRAI L8 B IR A5 1) T W 2L A 2 n 5 T #
1Eo EEEIE R R ASLYIA A2, Hald o
T~ AR RO 5 A S T ] s ) ) LUK A2
MR B#x:
YR 0] 51 0P e A B v
PR YRV 0 51 R O Bk
R TR
Fi e B Fx:
% FH Cisco Packet Tracer 22| X £& 11 ¥ 45 4
R E Uy W 551 % ACL 712
BEEER | B E U HI 5% ACL 10T
AR | BIRECE VT 53 ACL BTk
H2EWIYR | Cisco Packet Tracer @ PPT

TR

1RSSR Bk PRI 2 B Bh#e ik




YENL—: Fi>] Cisco Packet Tracer [ FH 771

AT | MRk . 751> Cisco Packet Tracer ' PC. ZZ#ebl. B HH#s It &
PRk = RIBCERERAT 55
Bz A PEER LG R I AL 2 a7 7 B AT U il 42
i, X AL U5 e 4 B R SR AR AR S, T RUERXS H AR 1P Mk
i% BEATHEH], A DL 0 R e b AT P . A RIATEL Cisco Packet
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L* RouterA

Physical Config CLI

I0S Command Line Interface

o up

Routerligshow ip router

% Inwalid input detected at """ marker.

Routerk#show ip route
Codes: © - connected, 5 — static, I - IGRF, B - RIF, M - mokile, B — BGP
0 - EIGRF, EX - EIGRP extermal, O - OS5PF, IR - OSPF inter area
N1l - OSPF NSS52& external type 1, N2 - OSPF HS5R external type 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGP
i - I5-Is, L1 - I5-I5 lewel-l, L2 - IS5-IS5 lewvel-2, ia - I5-I5 inter area
¥ - gcandidate default, U - per—user static route, o - CDR
P - periocdic downloaded static route

Zateway of last resort is not set

c 192.1€2.0.0/24 is directly connected, FastEthernetl/ 0

c 192.168.1.0/24 is directly connected, FastEthernetd/1l

Dopterif

Routerigconfig

Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.

Routerlk{config)dip route 192.1€8.2.0 255.255.255.0 152 1l€2.1.2

Router? (config) fend W

Copy Paste
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C* RouterA

Physical  Cenfig  CLI

10S Command Line Interface

i - IS-IS, Ll - I5-IS level-l, L2 - IS-IS level-2, ia - 15-IS5 inter area ~
* - candidste defsult, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

€  152.1€8.0.0/24 is directly connected, FastZthernet0/0
€ 152.1€28.1.0/24 is directly connected, FastEthernet0/l
Routerds
RouterAfconfig

T e O TP T L e P HTTT
nter configuration commands, one per lin
Routerk (config) #ip rouve 152.168.2.0 255.
bouterk (config) gend

%5YS-5-CONFIG_I: Configured from conscle by comsole

Routerigshow ip route
Codes: C - connected, § - static, I - IGRP, R - AIP, M - mobile, B - BGP

D - EIGRP, ZX - EIGRP external, O - OSDF, TA - OSEF inter area

N1 - OSPF NSSR external type 1, N2 - OSPF NSSA external type 2

El - OSPF external tvpe 1, 22 - OSPF external type 2, E - EGP

i - IS-IS, Ll - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Copy Paste




Phys=ical Config CLI

10S Command Line Interface

¥ - rmandidate default, U - per-user static route, o — ODH A
P - periocdic downloaded static route

Gateway of last resort is not set

c 132
c 13
RouterBg

RouterBiconiig

1€8.1.0/24 is directly connected, FastEthernet0/1
1lgg.2 24 is directly connected, FastEthernetd/0

d with CNTL/Z.
5.0 1%2.1€8.1.1

Enter configuration commands, one per line.
fig)gip route 152_.1€2.0.0 255.25

RouterB (co
RouterB (config) #end
NouteIn?

%5YS-5-CONFIG_I: Configured from consocle by console

RouterBgshow ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobile, B - BEP
D — EIGRP, EX - EIGRP external, 0 - OS5PF, IA - OSPF inter area
N1l - OSPF NS5A external type 1, M2 - OSPF N552 external type 2
El - OSPF external type 1, — O5PF external type 2, E — EGP
i - I5-I5, Ll - I5-I5 lewvel-l, LZ - IS5-IS lewvel-2, ia - I5-I5 inter area
¥ - rpandidate default, U - per-user static route, o - CDR
P - periocdic downloaded static route

Gateway of last resort is not set

Copy Paste

(2) BEBHEXEE, m21THA: show ip route.
(3) RIULEEHE A fl B #Z T &S B EILRER.
6. fu & PC-A fE{5 5 PC-B IHH?

Physical Config Desktop Custom Interface

Minipum
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L* RouterB

Physical Config CLI

10S Command Line Interface

RouterBren

RouterBf#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
RouterB (config) #ip access-list standard 1

RBouterB (config-std-nacl)gdeny 152 162 0.0 0.0.0.255

RouterB (config-std-nacl) fpermit any

RouterB (config-std-nacl) fend

Ecuterng

%5¥YS5-5-CONFI&Z I: Configured from console by conscle

RouterBgshow run
Building configuration...

Current configuration : €30 bytes

!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec

no service password-encryption
!

bhostpame BouterD

Copy Paste

8. IRIUEVS i H| SRR E R, 4T show run.

L* RouterB

Physical Config CLI

I05 Command Line Interface

1 -
1

interface FastEthernetl/0

duplex auto

speed auto

!

interface FastEthermetd/1l
ip address 19%2_.1€8.1.2 2
duplex auto

speed auto
1

i
w
ta
w
n
1
i
w
=

interface Vlanl
no ip address
shutdown

1

ip classless

ip route 132.1€85.0.0 255.255.255.0 152.1€3.1.1
1

!

access—-list 1 deny 152.1623.0.0 0.0_.0_255
access-list 1 permit any

Copy Paste

9. LI, FH ping ir %MK PC-A Fl PC-B R ME, K I PC-A T LA
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C* RouterB

Physical Config CLI

105 Command Line Interface

I fal
line aux 0
!
line wty 0 4
login
!
!
!

end

RouterBg
RouterB#
BEouterBgshow ip access—-list 1
Standard IF access list 1
deny 15%2_.1€8.0.0 0_.0.0_255

u
BouterBgconfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNIL/Z.

RouterB{config) #int £0/0
BouterB(config-if) #ip access—group 1 out
BouterB{config-if)#

Copy Paste

10, ACL M THeeE#d)E, #Ex T, . PC-A ping ANiE PC-B.
e BUH VI B R a4 2 no ip access-group 1 out.
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